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INTRODUCTION

In the interconnected world we live in today, busi-
nesses face daily challenges in safeguarding their
data and digital infrastructure from malicious attacks
by hackers and cybercriminals. With the growing im-
portance of technology across business functions and
telecommuting, businesses are increasingly exposed
to cyber risks and threats.

Despite increased investment in security, successful
cyberattacks are still on the rise in terms of numbers
and sophistication. Cybersecurity is therefore an on-
going critical business process that needs to evolve as
we continue to discover new threats.

Why Choose Us

Moore Business Advisory Pte. Ltd. (“MBA") is an affiliated
firm of Moore Stephens LLP, a leading accounting and
consulting firm that has been established in Singapore
for more than 30 years.

MBA s also partof Moore Global Network Limited, which
is regarded as one of the world’s leading accounting
and consulting association with approximately 563
offices in across 116 countries throughout the world,
incorporating 37,000 people and with fees of more
than US$5.1 billion per annum.

At MBA, we pride ourselves on providing a bespoke
solution to our clients through an in-depth
understanding of the unique business environment
theyoperatein. We are flexible in our approach, tailoring
our services to our client’s needs rather than proposing
‘one size fits all' solutions. In order to provide you with a
truly bespoke offering, we will start by listening to you.

By understanding your service commitment,
challenges, and needs, we can focus on the key risks
that affects your operations, adapt our approach, and
customise our service delivery accordingly.
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OUR SERVICES

Cyber Essentials Readiness

Our Cyber Essentials Readiness Service empowers
Singapore Small and Medium Enterprises (“SME") to
achievethe CyberEssentialsmark,anationalrecognised
cybersecurity certification ensuring protection against
common cyber threats. We deliver comprehensive
gap analysis, develop tailored cybersecurity plans,
implement cloud security, and guide you through
certification. Benefit from up to 70% funding support,
employee training, and opportunities like the SME
Cybersecurity Excellence Award and discounted
insurance. Strengthen your digital resilience and build
customer trust with our streamlined, cost-effective
service.

IT Governance Review

We assess your technology and digital strategy to
ensure strong oversight and alignment with business
objectives. By identifying gapsand providing actionable
recommendations, we help you optimise IT resources,
strengthen risk management, and maintain regulatory
compliance.Thisreviewenhancesoperationalresilience
and builds stakeholder confidence, empowering your
organisation to navigate the complexities of the digital
landscape and achieve sustainable growth under a
robust IT governance framework.

General IT Controls (GITC) Review

Strengthen the reliability and integrity of your IT
environment with our comprehensive GITC review.
We evaluate the design and operating effectiveness
of IT entity level controls, information security, change
management, and IT operations, driving performance
and operational continuity for long-term success. We
provide detailed insights and recommendations to
mitigate risks, enhance system integrity, and support
compliance. Whether you are expanding or adopting
new technologies, our GITC review provides a critical
foundation for sustainable performance and audit

readiness.

ISO 27001 Information Security
Management Systems (ISMS)

Certification Implementation
Consultancy

The objective of an ISMS project is to implement

an information security management system
which conforms to an internationally recognised

standard which helps you to manage and protect
your information assets. Whether it is to fulfil your
customer’s  requirements, reduce  staff-related
breaches, or to enhance the overall robustness of the
IT security in your organisation, the adoption of the
ISO 27001 standard can increase your competitive
advantage and build corporate resilience. We can help
you in your adoption of ISO 27001 covering the process
of developing toplevel IT policies, risk assessment and
risk treatment methodology, IT internal audit plan, and
third-party certification.

Internal IT Security Audit/ Security
Measure - Personal Data Protection Act
(PDPA)

The increased use of collaboration tools such as Zoom,
Teams etc have exposed businesses to greater security
risks and IT controls have never been more critical. An
Internal IT Security Audit will enable you to know the
adequacy and effectiveness of your IT controls of your
key systems against your company policies, procedures
and key government regulatory requirements. We
can also review your data protection policies and
procedures including your data breach management
plan, incident reporting process etc so that you can be
prepared for any contingency.

Business Continuity and Disaster
Recovery Assessment

Safeguard your operations with our expert assessment
of your business continuity and disaster recovery plans.
We evaluate preparedness, identify vulnerabilities,
and recommend robust strategies to ensure resilience
against disruptions. Our service empowers your
organisation to maintain critical functions and recover
swiftly, minimising downtime and protecting business
performance.

Compromise Assessment — Threat
Hunting

Cyber breach can be costly and disruptive. Our
Compromise Assessment service uses intelligent
threat hunting tools to identify undetected cyber
threats —before they impact your business.

We provide actionable recommendations to enhance
your ongoing threat management, reduce reliance on
manual processes, and help your team focus on what
matters most: running the business securely.
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Vulnerability Assessment and
Penetration Testing

Vulnerability Assessment (VA) and Penetration
Testing (PT) are essential components of a proactive
cybersecurity strategy. These services go beyond basic
scans: they provide business-critical insights into the
real-world impact of technical weaknesses.

By identifying and translating security gaps into
prioritized and actionable recommmendations, we help
organisations reduce cyber risk, protect digital assets,
and maintain stakeholder trust—all before a real
incident occurs.

Internal Audit/ SOX Compliance

In this increasingly fast-paced and growing economy,
risks are rapidly evolving in everyday business
environment. We can help you address the risks,
mitigating potential impacts and translating risks into
opportunities. We provide fresh perspectives to review
the adequacy of the control framework established
by your management and assess if your business
functions are implementing the controls effectively.

With ateam of experienced and professional individuals
in MBA, we can work independently or alongside your
internal audit function to provide recommendations
aligned to your business context so that your business
objectives and goals are met without being hindered
by ineffective or inefficient controls.

Business Process Improvement

Engage in Business Process Improvement (“BPI") to
increase productivity and improve profitability. Our
BPI methodology centers on the analysis, review and
improvement of the existing business processes and
this is done by mapping out the business process,
identifying inefficiencies, redesigning the process
and monitoring the new/improved process. We do a
deepdive into the respective in-scope processes to
identify control gaps, efficiency opportunities, and
areas for improvement.

Sustainability Reporting

Besides compliance to the Listing Rules 711A and 7178
prescribing the issuance of a Sustainability Report,
the intrinsic value of this good corporate governance
practiceliesinimprovedstakeholders’communications.
Stakeholders, including investors are placing more
importance in non-financial related information to
make informed decision. Sustainability reports are
growing in importance as a key communication tool
stakeholders look out for.

MBA has been playing our part in assisting our clients
with their sustainability reporting. We will tailor our
approach to aid you in prioritising your Environmental,
Social and Governance (“ESG") factors, and as such,
highlight areas where additional value creation
for stakeholders can be done outside of financial
performance. This helps promote business resilience
and adaptability with a more comprehensive approach
to sustainability management in the long-term.
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MOORE BUSINESS ADVISORY PTE. LTD.

Moore Business Advisory Pte. Ltd., (“MBA”") is an affiliated firm of Moore
Stephens LLP, a leading accounting and consulting firm that has been
established in Singapore for more than 30 years.

MBA is also part of Moore Global Network Limited, which is regarded
as one of the world'’s leading accounting and advisory networks. MBA is
focused on providing business advisory solution to its clients, including
Cyber Essential Readiness, IT Governance Review, General IT Controls
(GITC) Review, ISO 27001 Information Security Management Systems
(ISMS) Certification Implementation Consultancy, Internal IT Security
Audit/ Security Measure - Personal Data Protection Act (PDPA), Business
Continuity and Disaster Recovery Assessment, Compromise Assessment
— Threat Hunting, Vulnerability Assessment and Penetration Testing,
Internal Audit/ SOX Compliance, Business Process Improvement and
Sustainability Reporting.

MOORE GLOBAL NETWORK

At Moore, our purpose is to help people thrive - our clients, our people
and the communities they live and work in. We're a global accounting
and advisory family of over 37,000 people in 563 offices across 116
countries, connecting and collaborating to take care of your needs -
local, national and international.

When you work with Moore firms, you'll work with people who care
deeply about your success and who have the drive and dedication to
deliver results for you and your business. You'll have greater access to
senior expertise than with many firms. We'll be here for you whenever
you need us — to help you see through the maze of information, to guide
you in your decisions and to make sure you take advantage of every
opportunity. To help you thrive in a changing world.

CONTACT US

Lao Mei Leng Michelle Chong

Director, Cybersecurity & IT Advisory Director, Cybersecurity & IT Advisory

E laomeileng@moorestephens.com.sg E michellechong@moorestephens.com.sg
T +65 6329 2706 T +65 6329 2775
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Or follow us @mooresingapore

and @moore_sg on Instagram
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www.mooresinga pore.com
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