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Data Breaches

• The healthcare industry has been a 
victim of cyber attacks because of 
the value of healthcare data - such 
as medical histories - which can be 
used for a variety of cyber fraud.

• Healthcare institutions are 
vulnerable partly because 
healthcare operators are adopting 
electronic health records and other 
advances even if they weren't 
ready to adequately invest in 
security.



Data Breaches

Impact of stolen personal data

• Personal info that was stolen are often used as the first level of
basic customer verification.
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Data Breaches

• A study done by IT consultant CGI and Oxford Economics concluded
that severe breaches caused share prices to fall an average of
1.8% on a permanent basis.



Who are we protecting against

Nation States
Insiders Hacktivists

Cyber Terrorists Organized Crimes



Business Impact and Risk

Negative publicity resulting in loss of reputation

Fines, lawsuits and legal fees resulting from non-
compliance or loss of confidential or consumer 
information

Forensic investigation costs 

Public relations campaign costs to improve public 
image

Loss of intellectual property or trade secrets

Technology improvement costs to mitigate and improve 
cybersecurity controls

Loss of time and productivity



Think About It…

Cyber security risks should be given priority and not as an 
after thought or only after occurrence of a cyber-incident. 



Are you ready?

• Business usually focus on technology to manage cyber risk.

• When it comes to cybersecurity, the people and process matter 
as much as technology, if not more.

Technology

Organisation

Process

People



Reducing Cyber Risks

People Process Technology

Briefing to new staff on 

IT security requirement

Review and update IT 

security policies e.g. 

password management

Control the use of 

personal smart devices 

and USB storage devices

Conduct IT security 

awareness training for 

staff & vendors

Establish data recovery 

procedures & equipment 

disposal policy

Secure configuration for 

hardware and software 

and up-to-date patches

Quarterly emails/circular 

on new cyber threats

Establish and test cyber 

incident response 

framework

Implement appropriate 

network security measures 

e.g. anti-virus, firewalls, 

IDS & IPS

Report breaches and 

phishing attempts

Conduct periodic user 

access review and 

monitor the use of admin 

administrator privileges

Secure physical 

parameters to server room



NIST Cyber Security Framework

NIST - National Institute of Standards and Technology (NIST)



Simplified Approach to Cyber Security

Cyber 
Security

Identify 
Threats

Identify 
Vulnerabilities

Assess Risk 
Exposure

Develop 
Detection and 

Protection 
Measures

Establish 
Contingency 

Plans

Respond to 
Cyber 

Incidents



Changing Role of CFO



Next Steps?
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Data Protection

• Data protection is the process of 
safeguarding important information 
from corruption, compromise or 
loss.

• Data privacy refers to the act of 
protecting the integrity, 
confidentiality, and availability of 
personal information that are 
collected, stored, and processed.



Data Protection

Personal data was stolen from 

the data breach.



Data Protection Regulations

European Union General 
Data Protection Regulation 
(GDPR)

The EU GDPR entered into 
force on 25 May 2018 as the 
primary law regulating how 
companies protect EU 
citizens' personal data.

Under the GDPR, personal data can include a name, a photo, an e-mail 
address, bank details, posts on social media websites, medical 
information, or a computer IP address.



GDPR – Key requirements

Increased Territorial Scope

• Applies to all companies processing the personal data of data subjects
residing in the EU, regardless of the company’s location.

Penalties

• For serious breach infringements of the regulation, can be fined up to
4% of global turnover or €20 million – whichever is greater.

Consent

• Conditions surrounding consent have been strengthened. Must be given
in intelligible and easily accessible form using clear and plain language.

• Silence, pre-ticked boxes and inactivity will no longer suffice as consent.

• Organisations must be able to evidence consent.

• Consent can be withdrawn at any time.



GDPR – Key requirements

Breach Notification

• Data breaches must be reported to the data protection authority within 72
hours of discovery and individuals impacted should be told where there
exists a high risk to their rights and freedom.

Data portability

• Data subjects now have the right to receive the personal data concerning
them in a commonly used and machine readable format that can be
transferred to another data controller.

Right to access

• Data subjects now have a right to obtain from the data controller
confirmation that personal data concerning them is being processed,
where and for what purpose.



GDPR – Key requirements

Right to be correct

• Data subjects now have the right to correct inaccurate personal data.

Right to be forgotten

• Data subjects now have the right to be forgotten.

Privacy by design

• Legal requirement within GDPR, which calls for the inclusion of data
protection from the onset of the designing of systems rather than an
addition. This includes conducting data protection impact assessments
(DPIAs) for high-risk processing operations.

Data protection officer (DPO)

• Inform and advise the organisation of its obligations, monitor compliance,
including awareness raising, staff training and audits. DPO also
cooperate with data protection authorities and act as a contact point.



GDPR – Data protection principles

Personal data must be processed according to the
six data protection principles:

• Processed lawfully, fairly and transparently.

• Collected only for specific legitimate purposes.

• Adequate, relevant and limited to what is necessary.

• Must be accurate and kept up to date.

• Stored only as long as is necessary.

• Ensure appropriate security, integrity and
confidentiality.



Data Protection Framework – Approach

Identify 

Business Data 

Owners

Management 

Reporting

Compliance 

Monitoring

Assign 

Compliance 

Controls

Classify Data

Establish a list of IT applications and assign appropriate

data owners.

Define sensitive data elements such as customer and

employee personal data and assign classification based

on Confidentiality, Integrity, Availability and Consent.

Assign appropriate controls such as DLP, data encryption,

data masking and etc based on the data classification

(e.g. public, internal, confidential).

Monitor for non-compliance such as data retention period,

data leakage and tracking of data breaches.

Provide updates to the board of the monitoring results of

compliance gaps, data leaks and new risks.



Cyber Risk and Data Protection

Tips to achieve GDPR compliance and protect data against
cyber threats

• Know what data you have and where it is

• Protect your IT systems and data and have the ability to render
data unusable

• Employees need to be aware of privacy risks and how data should
be handled. Likewise, business processes need to be designed
with privacy in mind.

• Continuously monitor your current business to establish if the
technologies you have in place are appropriate as IT systems,
security threats and company practices change.

• Regularly test your data breach plan.



Next Steps

People Process Technology

Appoint a Data 

Protection Officer 

(where necessary)

Review practices and 

process to ensure 

compliance with GDPR

Implement appropriate 

data security measures 

e.g. data loss prevention 

Conduct staff awareness 

training

Review and update 

privacy policies and data 

security arrangements

Implement age verification 

and gathering of parental/ 

guardian consent

Establish procedures for 

data request, correction 

and removal

Implement appropriate 

system to manage and 

extract personal data

Establish data breach 

plan

Conduct Privacy Impact 

Assessment
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Types of Data Analytics

What’s happening in my business?

Why is it happening?

What is likely to happen?

What do I need to do?



Data Analytics – Tools



Data Analytics – Approach

Step 4 Reporting

Step 1 Planning

Step 3 Analysis

Step 2 Data Preparation



Value of Data Analytics

A powerful tool that generally leads to significant improvements in productivity,
efficiency, sales, profits and other key business metrics and goals.

Analytics

Technology

Process

Increase in computing power has advanced the technique of 

data analytics

Harness big data analytics to deliver big value to business.

By reducing complex data sets to actionable intelligence 

you can make more accurate business decisions. 

Using data can help companies improve their procurement

efficiency, develop their marketing strategies, support

business growth and, critically, differentiate themselves

from competitors.



5 benefits of data analytics for business

Proactivity and anticipating needs

• Using customer data to under their needs to optimise customer experience and
develop long standing relationships.

Delivering relevant products

• Anticipate market demands help companies stay competitive.

Personalisation and service

• Understanding customer attitudes and considering factors such as real-time
location to help deliver personalisation in a multi-channel service environment.

Optimising and improving operational efficiency

• Apply analytics on business processes to optimise business operation for
efficiency and effectiveness to fulfil customer expectations and achieve
operational excellence.

Mitigating risk and fraud

• Using fraud analytics to protect misuse of assets by internal and external threats.



Data Analytics – Sample use cases

IT incidents trend 
analysis

Detect and investigate 
recurring IT incidents.

Slow-moving inventory 
analysis

Detect excessive inventory 
due to slow-moving, dead 
and obsolete items.



3 key takeaways

What can comprise your data?

Data

Analytics

Protection

Cyber Risk

Why do you need to protect your data?

Why and how to analysis your data?



Questions or comments?

How secure is my data?

Alvin Soh – Senior Manager,

Risk Management 

T +65 6329 2768 

alvinsoh@moorestephens.com.sg

How do I classify my data?

What data policies do I need?

How do I use data analytics?

I like to know more about …

mailto:alvinsoh@moorestephens.com.sg

