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Data Breaches 2{ -

S’ sMNeapoRE POLTICS ASA  WORLD VIDEOS LIFESTYLE FOOD  MORE ~ ° The healthcare Industry h as been a}
e victim of cyber attacks because of

. . the value of healthcare data - such
Personal info of 1.5m SingHealth as medical histories - which can be:

patients, including PM Lee, stolen used for a variety of cyber fraud.
in Singapore's worst cyber attack

 Healthcare institutions are
vulnerable partly because
healthcare operators are adopting
electronic health records and other
advances even if they weren't
ready to adequately invest in
security.




Data Breaches

MAS orders financial institutions to tighten
customer verification after SingHealth data breach

Staff Writer, Singapore
Yahoo News Singapore 24 July 2013

(Reuters file photo)

Impact of stolen personal data

* Personal info that was stolen are often used as the first level of
basic customer verification.



Data Breaches

THE REALITY OF
DATA BREACHES

DATA RECORDS COMPROMISED IN 2017

2 cNNn Q0 YOon

yZ VULV JUO L0V

r stolen
every day

7,125,940 gl ‘296,914




Data Breaches

Number of Breach Incidents by Type | Number of Breach Incidents by Source

69% 12%

TOTAL INCIDENTS

Identity Malicious
Theft QOutsider
1,222 INCIDENTS 1 p 7 6 5

1,269 INCIDENTS

Financial

Access
274 INCIDENTS

Accidental
Loss
326 INCIDENTS

7% i 9%,
Account )

Malicious
5% Access Insider
3% 122 INCIDENTS State 164 INCIDENTS
Existential Sponsored Hackivist
Nuisance Data T INCIDENT 4 INCIDENTS
52 INCIDENTS 95 INCIDENTS Unknown
1 INCIDENT




Data Breaches

Breach by Region*

EUROPE | 112
112 INCIDENTS %

United Kingdom - 80

Ireland - 7 Austria- 1 ’:\ 1 1 3
Netherlands-7  Germany -1 6 %
Italy - 4 Lithuania - 1 %

NORTHAMERICA ! Croeh Republic -2 Norway- 1

Finland - 2 Romania - 1

1,514 INCIDENTS = . TR ASIA / PACIFIC
United S'tates - 1,453 o ?ng:e-nz- 2 Sldzerianced MIDDLE EAST ‘ 1 1 3 INCIDENTS

Canada - 59 d ! 6 INCIDENTS Australia - 40 Japan -2
Mexico - 2 y India - 29 Taiwan - 1

1 0 New.Zealand-10  Pakistan - 1
Singapore - 10 Philippines - 1
‘ ﬂb China -5 Cambodia - 1
— . South Korea - 5 SriLkanka - 1
SOUTH AMER'CA AFRICA :ZTaggygc;n-g3- 3 Asia - 1
T INCIDENT 11 INCIDENTS

South Africa - 7
Kenya - 2
Nigeria -1

o GLOBAL 9 INCIDENTS [<1%)

*Due to legal requirements, not all breaches are reported or publicly disclosed.

Regional differences of data may not accurately reflect total data breaches that occur. m
Statistics presented are based on the Breach Level Index [breachlevelindex.com]

security to be free
© 2018 Gemalto NV




Data Breaches

DATA BREACH BY INDUSTRY 2016
17%

GOVERNMENT
33%
HEALTHCARE 1 1 0/0
TECHNOLOGY

11%

8% el ; EDUCATION
ALL OTHER 3 J

SECTORS \ '
' 10%
10% FINANCIAL SERVICES

RETAIL

Data from 2016 Financial Industry Cyber Security Report. Security ScoreCard.

https://cdn2.hubspot.net/hubfs/533449/SecurityScorecard_2016_Financial_Report.pdf

A study done by IT consultant CGI and Oxford Economics concluded
that severe breaches caused share prices to fall an average of
1.8% on a permanent basis.



Who are we protecting against

7
2

' Hacktivists
Insiders Nation States
<« w2 "1 .
e Q /
ANON "MOUS
Cyber Terrorists Organized Crimes

' ; ' ' Organized cybercrime is the most 2358 = = =
CYRER, TERRORISM it siating -
D F . H N K

C v B N M
Information Warfare




Business Impact and Risk é‘ |

I’ Negative publicity resulting in loss of reputation

Fines, lawsuits and legal fees resulting from non-
.~ compliance or loss of confidential or consumer
Information

Forensic investigation costs

Public relations campaign costs to improve public
Image

B =0 9

Loss of intellectual property or trade secrets

CI§ Technology improvement costs to mitigate and improve
cybersecurity controls

Loss of time and productivity



Think About It...

LEARN MORE

Cyber security risks should be given priority and not as an
after thought or only after occurrence of a cyber-incident.



Are you ready? 2‘ '*

32 Ln
dh
People Technology

V—
V—
V—
«—

Process

Organisation

ﬁ  Business usually focus on technology to manage cyber risk.

* When it comes to cybersecurity, the people and process matter
as much as technology, if not more.




Reducing Cyber Risks

4
| 3

Technology

Briefing to new staff on
IT security requirement

Conduct IT security
awareness training for
staff & vendors

Quarterly emails/circular
on new cyber threats

Report breaches and
phishing attempts

Review and update IT
security policies e.g.
password management

Establish data recovery
procedures & equipment
disposal policy

Establish and test cyber
incident response
framework

Conduct periodic user
access review and
monitor the use of admin
administrator privileges

Control the use of
personal smart devices
and USB storage devices

Secure configuration for
hardware and software
and up-to-date patches

Implement appropriate
network security measures
e.g. anti-virus, firewalls,
IDS & IPS

Secure physical
parameters to server room



NIST Cyber Security Framework

2

@ Protect

AC: Access Control

AT: Awareness Training
DS: Data Security

IP: Information Protection
Processes and Procedures
PT: Protective Technology

NIST Cyber Security
Framework

O Detect

AE: Anomolies and Events
CM: Security Continuous
Monitoring

DP: Detection Processes

NIST - National Institute of Standards and Technology (NIST)




Simplified Approach to Cyber Security

|dentify
Threats

Reépﬁ”d R\ |dentify
yoer ' Y
Incidents / Vulnerabilities
Establish _
i \ AssessRisk
Contingency
Plans y __ Exposure
ATA i Develop
- Detectionand
Protection

Measures
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Changing Role of CFO é‘
4
Take on more responsibilities for §
cyber security strategy and ;:.% __ Cyber ;'7 (@ | No longer an IT issue.
investments. security —

ERM defence Cyber Risk

.' ,'
de //
y
. ¢ Res

CFO b ‘---.— pon
N QD “T---lhefor
Ensure cyber security strategy C|0 =
aligns with business strategies. \o\e"o‘ L —

\ U
Awareness training ﬁ Iv Every organisation today is now a

for finance staff. Organisation technology-enabled organisation.



Next Steps?

Cybersecurity Intrusnon Tests VR
Vulnerabi llty Investigation.. Cyber Defenses
Vulnerability _ Intrusion Tests

C ber DEfEﬂSES nvestlgatlon

‘rulncroﬂ | 1y
Cybersccurlty

Corrective Actions
d tS Cyf e?!!eg\gxeorréxcntc'gnvsa OCyber Defenses - orr «vt-A ons Cyber Defernes
carintrusion=le St
AUdltS
Investigation o o A

Audns
Winerabsty foieshay Ybersecu”ty |ntrUSl0n Tests ' Investngatuon
Audits Audigs Auans Auug:g
AUIE!!»tSr, Audits Auditsl225 09 B Audits Romas s N oer Oaterner
VUKJ&} Vulnerabllnty AN e Vulnerablhty cﬁgsgciutf.i
e nveSt' at' OnAudltsCorrectuvq Actions

Gy bereEEttity -

JCISCLU Cybazis&laa orrectlve ct__uons

;;"Vu Inerabi llfY" Amld 1TS t e

Correctlve Ac_tions L

AAumd t ,VA mlnt}usnon TestsbI llty Cyber Defenses =

Investigation C b INVEstgation mvestigation |ntrUSIOrl TEStS
Mol Lpons er Defenses:
Intrusmn Tests Cybersecur'ty

Intrusion Tests Investigation
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CERTIFIED PUBLIC ACCOUMNTANTS SINGAPORE
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Data Protection

 Data protection is the process of
safeguarding important information
from corruption, compromise or
loss.

- Data privacy refers to the act of
protecting the integrity,
confidentiality, and availability of
personal information that are
collected, stored, and processed.




Data Protection

Sl‘ SINGAPORE  POLITICS ASIA WORLD VIDEOS LIFESTYLE FOOD  MORE v Q

SINGAPORE >  Courts & Crime Education Housing Transport Health Manpower Environmer

Singapore's privacy watchdog to Personal datawas stolen from
investigate SingHealth data breach the data breach.

_adiib

PERSONAL DATA PRGTECT[QN Aﬂa
Pd])(

The SingHealth attack, which was made known to the public on July 20, compromised the personal particulars of about 1.5
million patients, including those of Prime Minister Lee Hsien Loong. ST PHOTO: ARIFFIN JAMAR




Data Protection Regulations

European Union General
Data Protection Regulation * ). ¢ *

(GDPR) e % General

The EU GDPR entered into Data

force on 25 May 2018 as the ). ¢ -
primary law regulating how Protection
companies protect EU Regulation
citizens' personal data. * *r *

Under the GDPR, personal data can include a name, a photo, an e-mail
address, bank details, posts on social media websites, medical
information, or a computer IP address.



GDPR - Key requirements é‘

Increased Territorial Scope

» Applies to all companies processing the personal data of data subjects
residing in the EU, regardless of the company’s location.

Penalties

 For serious breach infringements of the regulation, can be fined up to
4% of global turnover or €20 million —whicheveris greater.

Consent

- Conditions surrounding consent have been strengthened. Must be given
In intelligible and easily accessible form using clear and plain language.

- Silence, pre-ticked boxes and inactivity will no longer suffice as consent.
* Organisations must be able to evidence consent.

« Consent can be withdrawn at any time.



GDPR - Key requirements 2‘

Breach Notification

- Data breaches must be reported to the data protection authority within 72
hours of discovery and individuals impacted should be told where there
exists a high risk to their rights and freedom.

Data portability

- Data subjects now have the right to receive the personal data concerning
them in a commonly used and machine readable format that can be
transferred to another data controller.

Rightto access

- Data subjects now have a right to obtain from the data controller
confirmation that personal data concerning them is being processed,
where and for what purpose.



GDPR - Key requirements 2‘ ’

Rightto be correct
- Data subjects now have the right to correct inaccurate personal data.

Rightto be forgotten
- Data subjects now have the right to be forgotten.

Privacy by design

* Legal requirement within GDPR, which calls for the inclusion of data
protection from the onset of the designing of systems rather than an
addition. This includes conducting data protection impact assessments
(DPIASs) for high-risk processing operations.

Data protection officer (DPO)

* Inform and advise the organisation of its obligations, monitor compliance,
Including awareness raising, staff training and audits. DPO also
cooperate with data protection authorities and act as a contact point.



GDPR - Data protection principles 2‘ /

Personal data must be processed according to the
Six data protection principles:

* Processed lawfully, fairly and transparently.

» Collected only for specific legitimate purposes.

* Adequate, relevant and limited to what is necessary.
* Must be accurate and kept up to date.

- Stored only as long as is necessary.

* Ensure appropriate security, Integrity and
confidentiality.




4~._
5%
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Data Protection Framework — Approach é;f{

|dentify
Business Data
Owners

Establish a list of IT applications and assign appropriate
data owners.

Define sensitive data elements such as customer and
Classify Data employee personal data and assign classification based
on Confidentiality, Integrity, Availability and Consent.

Assign | Assign appropriate controls such as DLP, data encryption,

Compliance data masking and etc based on the data classification
Controls (e.g. public, internal, confidential).

|

Compliance Monitor for non-compliance such as data retention period,
Monitoring data leakage and tracking of data breaches.

Management Provide updates to the board of the monitoring results of
Reporting compliance gaps, data leaks and new risks.

v



Cyber Risk and Data Protection 2‘ ’

Tips to achieve GDPR compliance and protect data against
cyber threats

- Know what data you have and where it is

* Protect your IT systems and data and have the ability to render
data unusable

- Employees need to be aware of privacy risks and how data should
be handled. Likewise, business processes need to be designed
with privacy in mind.

« Continuously monitor your current business to establish if the
technologies you have in place are appropriate as IT systems,
security threats and company practices change.

- Regularly test your data breach plan.



Next Steps 2‘ |
I

Appoint a Data Review practices and Implement appropriate

Protection Officer process to ensure data security measures

(where necessary) compliance with GDPR e.g. data loss prevention

Conduct staff awareness Review and update Implement age verification

training privacy policies and data and gathering of parental/
security arrangements guardian consent

Establish procedures for  Implement appropriate
data request, correction system to manage and
and removal extract personal data

Establish data breach
plan

Conduct Privacy Impact
Assessment
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Types of Data Analytics

.’

PRESCRIPTIVE
ANALYTICS = |

PREDICTIVE
ANALYTICS F"iar :

DIAGNOSTIC
= =+ ANALYTICS —
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Data Analytics — Tools

7
&) IDEA
- Data Analysis Software

acl
Gsas Minitab = SPSS

@ @ python’




Data Analytics — Approach 2‘ |

3

|

9o _
Step 1 ’d Planning

b[ Step 2 X Data Preparation ]
k[ Step 3 ‘Q Analysis ]
N

Step 4 é Reporting




Value of Data Analytics é‘ /

A powerful tool that generally leads to significant improvements in productivity,
efficiency, sales, profits and other key business metrics and goals.

ga Increase in computing power has advanced the technique of

data analytics
Technology

Harness big data analytics to deliver big value to business.

III| By reducing complex data sets to actionable intelligence
you can make more accurate business decisions.

Analytics
v - Using data can help companies improve their procurement
V efficiency, develop their marketing strategies, support
v = business growth and, critically, differentiate themselves

Process from competitors.
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5 benefits of data analytics for business 2‘ &

Proactivity and anticipating needs

« Using customer data to under their needs to optimise customer experience and
develop long standing relationships.

Delivering relevant products
- Anticipate market demands help companies stay competitive.
Personalisation and service

- Understanding customer attitudes and considering factors such as real-time
location to help deliver personalisation in a multi-channel service environment.

Optimising and improving operational efficiency

« Apply analytics on business processes to optimise business operation for
efficiency and effectiveness to fulfii customer expectations and achieve
operational excellence.

Mitigating risk and fraud
- Using fraud analytics to protect misuse of assets by internal and external threats.



Data Analytics — Sample use cases

|T inCidentS trend Number of Incidents By Type
- i
analysis :
Detect and investigate : i 11 ._E ——
recurring IT incidents. e | ki | s | P | o | saconary
] oMay3 1 11 ( A )
Slow-moving inventory e
. ON- UNIT ON-HAND ANNUAL OF GOODS
an a|yS|S ID SKU#  DESCRPTION UM HAND COST VALUE USAGE  SOLD
1[A-45768 |BODY CASTING  |PC $198.23] 1506548 200  $39646
. . 2[AE7324 [DRIVE GEAR FC i PR LR 7 7568
Detect excessive mventory 3[D4503 [EOL-3B200NFC20 PC | o8] 8021 a2 50 7193
) 4|0-85346 |WAGHER-12ZINC PL |FC_|_900] 3003 o700 o 1
due to SlOW-mOVIHQ, dead 5|%-45556 |RESIN-PVC KG | 2566] $67.25] $172,56350] 66000  $4,438,500
i A[meeeT [COLORRNTELT [GAL | o3| S99e0 Gazreot| 110 76,556
and obsolete items. 311,082 3285405
Tumover=_ 232




3 key takeaways

&

/N
What can comprise your data?

Cyber Risk

~
Ny
UU a Why do you need to protect your data?

Data Protection

‘lll. Why and how to analysis your data?

Analytics



Questions or comments?

Ow Secure is my data”

s — .
How do | use data anal

Alvin Soh - Senior Manager,

Risk Management

T +65 6329 2768
vinsoh@moor hens.com.

| like to know more ab
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